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ABSTRACT

With the rapid developing of quantum computers, the needs of the highly
secure cryptographic system are of great demand. NTRU is proved as a
good performed and secure public key system for such developed tech-
nology because it is lattice-based cryptosystem. Therefore, designing of
the finite field with high complexity and good resistance against linear
algebra attacks is the primary objective for developing of highly secure
NTRU like systems. In this paper, we construct a new algebraic structure
to replace the classical NTRU polynomial ring; we called it bicartesian
algebra. It is designed to be commutative and associative to generate
BCTRU, which is an innovative high dimensional NTRU variant cryp-
tosystem. Its probability of successful decryption is demonstrated. BC-
TRU exhibits appropriate security levels due to its ability to withstand
some public attacks for such types of public key systems.
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1. Introduction

Cryptographic systems with high-security level and low implementation cost
gained great attraction because it offers excellent security for our new network
security era. Nowadays, NTRU is considered one of the highly used cryptosys-
tems. It gains the popularity due to its efficient computational speed with
low cost. Moreover, on the same security level, NTRU exceeds the classical

cryptosystems by more than two orders of magnitude (An et al., 2018).

Most of the modern cryptographic techniques are best on arithmetic op-
erations that defined on commutative algebraic structure which is considered
nowadays as weak due to the fast increasing in computing process of newly
computer devices.The developments in cryptosystems started from using sym-
metric cryptography such as stream ciphers and asymmetric cryptosystem such
as RSA in (Rivest et al,[1978). An alternate fast public key system is a chal-
lenge and of great demand. In 1996 at crypt.96 conference, three J. start math-
ematicians researchers in (Hoffstein et al., |1998)) introduced as to a new filed of
research called non commutative algebraic cryptography through introducing
of NTRU (Number Theory Research Unit) cryptosystem.

They aimed to develop the cryptographic technique based on a non-commutative

algebraic structures. It was generalized by many researchers through develop-

ing of its algebraic structure. Some of those developed protocols based on
different Euclidean ring free modules and algebras beyond Z are as follows:

Basic collection of objects used by the NTRU public key cryptosystem occurs in

a truncated polynomial ring of degree N — 1 with integer coefficients that be-
long to Z[z]/(z¥—1). NRTU is the first public key cryptosystem that does not
depend on factorization and discrete log problems. Compared with the RSA
and ECC cryptosystems, NTRU is faster and exhibits significantly smaller keys
(Rivest et al., [1978, [Schoof], [1985]).

Based on polynomial ring on Fh[z] is proposed by |Gaborit et al.| (2002).
They constructed a CTRU which is a NTRU variant cryptosystem. Matrices
of polynomials of size k x k in  Z[2]/(zV—1) is proposed by |Coglianese and Goil
. This NTRU analog is called MaTRU.

[Suri and Puri| (2007) presented the concept of crossbred technology us-
ing symmetric key as a stream cipher for encryption and decryption. NTRU
public key cryptosystem was used in sending the secret key. Accordingly, the
studies doubled the security, thereby avoiding brute force attacks because the
attacker needs first to find the secret key that was encrypted through public
key cryptography. In the same year, [Malekian and Zakerolhosseini| (2010) used
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the actual performance results of NTRU with respect to current asymmetrical
cryptosystems.

|Atici et al| (2008)) presented a low-power and compact NTRU design that
was suitable for security applications such as, RFID and sensor nods. Their de-
sign involved two architectures, namely, one that can perform both encryption
and decryption and another for encryption only. The researchers compared the
design with the original NTRU and found that the new design saves a factor
of more than two. This design improved the speed of NTRU.

Other NTRU variant cryptosystem was proposed by Malekian et al.,in 2009
and 2010 respectively (Malekian and Zakerolhosseini, [2010} [Malekian et al.l,
. They rely in designing of their cryptosytems on Quaterion algebra
and Octonion algebra respectively. In the same period, intro-
duced NTRU variant which is operated in the non-commutative ring M =
My (2)[2]/ (2N — —Ix1), where M is a matrix ring of the k x k matrices of
polynomials in Z[z]/(z™ — 1).

Another generalized framework is proposed by [Pan and Deng (2011). They
used hiding the trapdoor technique, that is led to design of a new lattice-based
cryptosystem, which helps to solve the closest vector problem.

introduced complex problems into the existing implementa-
tion; efficiency could be achieved through reduced implementation of polyno-

mial multiplication of inverse computation.

A new ring of cubic root of unity called Eisensteian ring Z[w] is used to con-
struct a new framework to NTRU called ETRU which is proposed by
land Nevins| (2015). CQTRU is another NTRU variant cryptosystem proposed
by |Alsaidi et al.| (2015). In (Thakur and Tripathi, [2016) Thakur and Tripathi
utilized the rational field to construct a ring with polynomials of one variable
over this filed to be used in introducing of new NTRU alternative cryptosystem
called BTRU. After that Yassein and Al-Saidi constructed several high dimen-
sional algebra as and utilized them in proposing of different NTRU analog
cryptosystems presented in |Al-Saidi and Yassein| (2017)), Alsaidi and Yassein|
(2016)), [Yassein and Al-Saidi (2016), [2017).

[Atani et al.| (2018)) improved the CTRU by replacing the ring of polynomials
Za)/(zN—1) by finite field Z, and it operates over the ring M = My (Z,)| T, x|
/(2N — I xx), where M is a matrix ring of the k x k.
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In this paper, a new algebra is constructed, we called bicartesian algebra.lt
is used to construct BCTRU which is a new NTRU like cryptosystem. It is
also multidimensional public key system, because it is produced two public key.
This is resulted in increasing the security of the proposed cryptosystem. On
comparing to its variant with the same structures, BCTRU has the ability to
encrypt four messages sent by a single origin or four independent messages sent
by four different sources. With this important property, the proposed system
will be considered as an ultimate fast new public key cryptosystem to be as a
best fit in many applications with limited resources, for examples smart cards,
cellular phones and many others.

This study is organized as follows. Section 2 introduced new algebra called
bicartesian algebra. This innovative algebra is used to design BCTRU cryp-
tosystem, which is described in the section 3. The probability of successful
decryption of BCTRU is discussed in section 4, and its security analysis is
discussed in section 5. Finally, section 6 is dedicated for the most important
conclusions.

2. Bicartesian Algebra

The bicartesian algebra is defined by utilizing the same parameters N, p
and ¢ used in NTRU, taking in our consideration that the integer constants
dy¢, dg, dm and dg should be less than V. Also, the truncated polynomial ring
is defined as K = Z[z]/(z™ — 1) with degree N — 1. We define a new algebra
as follows:

The bicartesian algebra is introduced in this section as a vector space of di-
mension two over the field F. Let BC = {(a,b) (1,1) + (¢,d) (k,1)|a, b, ¢, d €
F}k? =1 where { (1,1), (k,1)} forms the basis of this algebra. The operation
on this space is defined as follows:

Let x, y € BC, such that = (a,b) (1,1) + (¢,d) (k,1) and y = (a1,b1) (1,1) +
(c1,d1) (k, 1), the addition is then defined by

r+y=(a+a,b+b)(1,1)+ (c+ec1,d+dy) (k,1).
The multiplication z % y can be determined using Table 1 as follows

xxy = (aay + ce1,bby +ddy) (1,1) + (acy + cay,bdy + dby) (k,1)

* (1,1) | (k1)
(1,1 | 1,1 | (
(k1) | (k1) | (1,1)
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For any scalar «, the scalar multiplication is defined by az= («aa,ad). It is clear
that the multiplication is commutative and associative. We now consider the
truncated polynomial rings

K(x) = (Z/2)a) /(=" = 1) , K,(«) = (Z/pZ)[a]/ @ — 1)

and K,(z) = (Z/qZ)[x]/(#" — 1) and define three bicartesian algebra 1, v,
and v, as follows:

VY ={(fo, f1)(1,1) + (fo, f3)(k, 1) fo, f1, fo, f3€ K}

Up =A{(fo, )L, 1) + (f2, f3) (K, D)l fo, f1s far f3 € Kp}

Vg = {(fo, f1)(1, 1) + (f2, f3)(k, Dl fo, f1, fo, f3 € K}

The parameters N, p, and ¢ are fixed similar to the NTRU parameters. The
constants ds,dy, dg and d,, are defined in a similar role as in NTRU.

Let F and G € 1, or v, , such that:
F = (fo, 1)1, 1) + (f2, f3)(k, 1)

G = (90,91)(1,1) + (g2, 93)(k, 1)
where fo, f1, f2, f3 and go , g1, g2, g3 € ¥, or Y.

The addition of F and G is performed by adding the corresponding coefficients
mod p or mod ¢, such that

F+G=(fo+g0, /1 +91) (1, 1)+ (f2+ g2, f3 + 93)(k, 1)
the multiplication of F and G is defined as follows:

FxG = (fogo + f2g2, frg1 + f393) (1, 1) + (fog2 + f290, f193 + f391) (k, 1)

The multiplicative inverse of any non zero element F' in BC is given by:
_ -1 —1
Foh=((f5 = 1) o, (2 = 13) f2) (1)
-1 -1
+((fF =1 f. (-1 f) (k1)

3. BCTRU Cryptosystem

Similar to NTRU, the BCTRU cryptosystem is constructed based on the
same parameters, a prime number N, and two relatively prime numbers p, and
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¢, in which ¢ is much larger than p. The four main subsets that NTRU and
any NTRU variant cryptosystem depends on are defined as follows:

Definition 1: The subsets Lp, Lg,Lg and Ly C ¥ are called the subsets of
BCTRU, and these subsets are defined as follows:

Notation Definition

Ly | { (fo, f1)(1,1) 4+ (f2, f3)(k,1) € K| f; has d coefficients equal to
+1, (dy — 1) coefficients equal to -1, and the rest are 0}
Le | {(90,91)(1,1) 4+ (g2, 93)(k, 1) € K| g; has d, coefficients equal to
+1, dg coefficients equal to -1, and the rest are 0}
Ly {(d0, $1)(1, 1)+ (P2, ¢3)(k, 1) € K|¢; has dy coefficients equal to
+1, dy coefficients equal to -1, and the rest are 0}
Ly | {(mo,m1)(1,1)4+(ma,m3)(k,1) € K| coefficients of m; are chosen
modulo p between —p/2 and p/2 }

ds,dg and dy are also constant parameters similar to those defined in NTRU.
The main cryptosystem parts of BCTRU are:

A. KEY GENERATION

In this phase, the sender is able to generate the public key by choosing F and
U randomly from the set Ly and G randomly from the set LG such that,

F = (fo, 1)(1,1) + (f2, f3)(k,1) , G = (g0, 91)(1,1) + (g2, 93) (k. 1)
and U = (uo,ul)(l, 1) + (UQ, Ug)(k, 1)
By considering that ' must have multiplicative inverse modulo p and ¢ refered
to as F,; ', ! respectively, and U must have multiplicative inverse modulo p
refered to as U, L the public keys are given by:
_ -1 _ -1
H= F G mod (q),K= UF;" mod (q),

where F,G and U are the private keys. BCTRU key generation needs
sixteen convolution multiplications and eight polynomial additions.

B. ENCRYPTION

Before performing of the encryption process, the message M should be ex-
pressed by the elements of the bicartesian algebra as:

82 Malaysian Journal of Mathematical Sciences



An Innovative Bicartisian Algebra for Designing of Highly Performed NTRU Like
Cryptosystem

M = (m07m1)(1, 1) + (mg,mg)(k, 1)
We choose ¢ € Ly, which is called the blinding value to encrypt the message
M € Ly :
E=pH*x¢+M x K (mod q)
BCTRU encryption needs sixteen convolution multiplications and eight poly-

nomial additions. Therefore, the speed of the key generation is faster than that
of encryption.

C. DECRYPTION

After receiving F, it is multiplied by from both left and right sides, then

A=F«ExF(modq) =Fx*(pH+*¢+ M * K)* F (mod q)
=pF+«Hx*x¢p+xF+F+xMxKxF (mod q)
:pF*Flfl*G*¢*F+F*M*U*F51*F(modq)
=pGxpx F+ FxMxU (mod q)

Let B=A(modp) =pG*¢*F+ F«Mx*U (mod p).
Since the first term is equal to zero modulo p (because it contains p), then

B=F«M=xU (mod p), F]D_l*B*Up_1 = M (mod p)
and the resulting coefficients are adjusted to lie in the interval [—p/2, p/2].
BCTRU decryption needs thirty two convolution multiplications and twelve

polynomial additions. As a result, the speed of encryption is more than twice
as fast as that of decryption.

4. Probability of Successful Decryption

The successful decryption of BCTRU depends on the probability of all coeffi-
cients of A = pG'* ¢+ F + F M U belongs to the interval [=%=, 1] | which
are calculated in the following theorem:

Theorem 4.1. Pr (|A;.| < 5 ) = 2 N( g1

32p2d9d¢df 32d pdy (p—1)(p+1)
~ + 3

where N denotes the normal distribution, and j,7 = 0,1,2,3.

Proof. To compute this probability, A should be written in a BCTRU form,
such that,
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A:pG*¢*F+F*M*U = (Ao,Al)(l,].)+(A2,A3)(k,].),
F = (fo, f1)(1,1) + (f2, f3) (k, 1),
G = (90,91) (1,1) + (g2, 93) (k, 1),
U= (uO’ul) (17 1) + (u27u3) ( 71) )
¢ = (¢o,#1) (1,1) + (P2, ¢3) (K, 1),
M = (m07m1) (L 1) + (m27m3) (ka l)a

Ao, A1, Az, As, fo, f1, f25 f35 90, 915 92, g3, U0, U1, U2, U3, o, P1, P2, P3, Mo, M1
,ma, mg which are polynomials of degree N where

Ao = p(godofo+ godafo+ g2dofe + gad2fo )+ (fomouo + fomaua+

famoug + famaug ) = [ Ao, Ao, Aoz, -5 Aon-1]s

A1 = p(g1d1f1 + 193f3 + g3b1fs +g3psfi ) + (fimiur + fimaus+
famaus + famzuy ) = [ A1, A, Ar2, ooy Ainoil,

Az = p(godof2 + godafo + gad2fo+ g202f2 ) + (fomouo + fomauo+
famaug + fomaua ) = [ Az, A21, A2, ..., AaN-1],

Az = p(gidfs+gid3fir + gapifi + g3gafs ) + (fimiur + fimaui+
famiuy + famauz ) = [ Azp, Az1, Az2, -, Az N-1],

Based on the definition of Ly, Lys, and Ly, the following is obtained:
fj = [fj,Oa fj,lv fj,?a L) fj,N—l]

g = [gj,O» 95,15 95,25 -y gj,Nq]

¢j = [¢j70’ ¢j,1’ ¢j,27 ) (bj,N—l]

Pr(fixr=1) = %, andPr(fj,szl):%%%

P"'(fﬁk:()):lf%
Pr(u]7k:1) — Jd\;‘ , and PT(uj,k:_l): %%%
PT(UJJCZO):]_— 2]\5;11

d 2d
Pr(gjx=1) =Pr(gjr=-1) :Wg Pr(gje=0)=1- Tg,
d 2d
Priesn=1) = Prgs=-1) =5 . Prie;x=0) =1- =,
1 p P ‘
Pr(mjx =) = — -5, 5 k= 0,1,23.
T’(mj,k ’Y) p ’76[ 2,2}, 7, 0,1,2,3

We assume that all f; ,, g, 3 and ¢; \ are pairwise independent random vari-
ables.
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For o, 8, A=0,1,... ,N —1,
N= - pgl, 7]0;17 and j,k,t =0,1,2,3.
Therefore,
Pr(gja- ¢kp- fra =F 1) = &lg]i,liﬁdf,
Pr (gj,a- ®x,3- fra =0)=1— &.lg]\iigdf,
Pr(fjo meg. wpn =7) = 4;;;?

Based on the preceding assumptions and after a number of computations, the
following is obtained:

Var (g ks frn)y =Var(d > Gjra- DB fr)

a+B+A=y(mod N)

_ 8dgdgdy
N )

Var (fj.a- meg. uer)y =Var(z Z fia- Mi,g. Upn)
a+pB+A=y(mod N)
_dpdu(p—1)(p+1)

3 9
32p2dgd¢df n 32dsdy, (p— )(p—‘rl)
N 3

Moreover, Var (A1, 7) = Var (Aa, 7) =Var (As, 7) are equal to

32p2dgdsdy n 32dsdy (p—1)(p+1)

N 3
abilities of all coefficients Ay, Aj;, As; As,; are belong to

Therefore, the successful decryption is performed to obtain,

Var (Ao, 7) =

obtained in a similar manner when the prob-

=52, 22
2 ’ 2 I

Pr(lAi,| <% ) =Pr(-957 <A;, <) =2N (%),

32p2d, dyd 32d ;dy (p—1) (p+1
wherea:\/ p]\!}q’f + ; (P3 )(p+1)

)

i=0,1,2,3and 7=0,1,...,N — 1
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Corollary 4.1. 1. The probability for any of the messages My, My, Ms
and M3 to be successfully decrypted is
(2N ( = ) —1) N

32p2dgdyd 32d pdy (p—1 1
2\/ P ]i;] odf + f u(:l; )(p+1)

2. The probability for both of the messages My, My, My and Mz to be
successfully decrypted is
(2N ( = ) — 1)

32p2dgd,d 32d pdy (p—1 1
2\/p§¢f+ £ (=Dt

5. Security Analysis

To prove the security of the BCTRU cryptosystems, some of the known
attacks are discussed such as brute force attack, alternate keys attack, multiple
transmission attacks and finally, lattice-based attack.

A. ALTERNATE KEY ATTACK

The main objective of this attacker is to find the alternate private keys in
order to decrypt the received encrypted media. Therefore, the attacker task is
an attempt to find the following keys:

F=(fo, )L, 1) + (fa. f3)(k, 1)
"G = (g0, G1)(1,1) + (g2, 3) (k, 1)
U = (tig, 41)(1, 1) + (tia, i) (k, 1)

alternate to F'; G and U respectively, such that F must have multiplicative
inverse modulo p and ¢ also, U must have multiplicative inverse modulo p .

Thus, an attacker to BCTRU needs twelve polynomials f07 f 1) fg, f3, 4o, 41, G2

gs, Uo, Uy, U2, U3, with the same properties of polynomials fo, fi, f2, f3,90,
g1, 92, 93, Uo, Uy, U2, Ug respectively. However, an attacker to NTRU only
needs extra attempts to find the private key (in this case twelve) than those
used to decrypt NTRU, which needs only one polynomial in Ly with the same
properties of the private key.

B. BRUTE FORCE ATTACK
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An attacker to BCTRU that knows the public parameters, as well as the public
key
-1
H= F;/'G mod (q),

K= UF;" mod (q),
which are equivalent to the following hidden equations:

FH = G mod (q), (1)

KF = U mod (q), (2)

All the polynomials F' ¢ L (hard mathematical problem) are tested and de-
termine if Egs. and (2)) turn into bicartesian algebra with small coefficients
until the private key is found. The size of the subset Ly is calculated as follows:

NI 4
(de)?(N — 2df)!)

|Lr| = (

Accordingly, the number of all attempts to find the private keys F,G and U is
equal to
N!12

(dfg!d, 1) (N = 2d7)U(N — 2dg)/(N — 2d,,)1)"

C. MULTIPLE TRANSMISSION ATTACK

This attack is based on sending a single message several times with the same
public key. In BCTRU, when the sender sends one message M many times
using different ablinding values of ¢ and the same public keys H, K, then the
attacker can recover a large part of the message M . Suppose the sender
transmits athe message M in the form

E,=pHx¢;+ M x K (mod q)
for i =1,2,...,s.4 Then, the attacker can compute
H™'(E; — Ey) (mod q).
Therefore, the attacker can arecovere
(R; — R1) (mod q).

However, the coefficients of R are d4small such that, the attacker recovers exactly
R; — Ry . Thus, the attacker &can recover many coefficients of R;. BITRU is
multidimensional and is atherefore more resistant to attacks than NTRU.4
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D. ANALYZING LATTICE ATTACKS AGAINST BCTRU

The majority of some attacks to threaten BCTRU has been investigated to
prove its security. The most powerful for such type of cryptosystem that based
on polynomial algebra is the lattice attack, in which the shortest vector in the
lattice vector space of the proposed cryptosystem represents the private key,
which can be found by approximate solution for the corresponding vector ma-
trix. Some of these attacks are discussed as follows.

The BCTRU cryptosystem is broken when the attacker succeeds to find F' or
G, this means finding the shortest vector in the BCTRU lattice, which satisfies
F«H=Gand K x F =1 and as follows:4

foho + faha = go+4qlo

fihe + fshs =g1 +qh

Joh2 + faho = g2+ ql2

fihs + fshi =g3+4qls

Joko + foka =0+ quo

Jikr + fsks =1+ quy

foka + foko =2+ qua

fiks + fski = i3+ qus

We can represent the polynomials hg, h1, ha, hs and kg, k1, k1, k3 in the fol-
lowing matrices respectively &

hi.o hii  hig ... hin—1
hin-1  hio  hix ... hin—2
hin—2 hin—1 hio ... hin—3s
(Hi)nxn = . )
hz,2 hz 3 hi,4 h1 1
hia hio  his hio
kio kii  kio kin—1
kin-1  kio kin ki N—2
kin—2 kin-1 kip ki N—3
(Ki)nxN = :
ki iz kia ki
ki1 kio  kis kio

Depending on the above, we can constitute representing by .£gCTRU a and
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LK o py of dimension 4N are spanned by the arows of matrices

. Ionxon Hy H,
(M4N><4N) = H,y Hy
Oanxen  qlanxan

and

p Irnxon K, K
(M4N><4N) = Ky Ko
Oonxon  qlanxan

where I denoted identity matrix , 0 denoted zero matrix with abicartesian

entries and

Ho = (h0,0 + h071$ +--+ h01N71$N71 ,h170 + h171$ +--+ hLN,lfol)

KO = (ko,o + ko’ll' +---+ konyll'N*l akl,O + klylx +---+ kl_’N,lCUN*l)

N

— - & We have |[Mf}y,,nll = 2¢*" ,

based on the ashortest vector problem to find the length of the shortest non

1

zero vector awith respect to H is equal to 0.48v/N¢(2)1~.

By the same daway, the length of the shortest non zero vector with respect to
1

K is equal ato 0.48v/N¢q(2)3~x. Therefore, the attacker is trying to find atwo

non zero vector every one of length 0.48\/Nq(2)ﬁ. aHence, BCTRU is good
resistance against lattice attacks. &

Assuming d = dy = dg = dy, = dy =

6. Conclusions

In this paper, we introduced BCTRU public key cryptosystem that depends

on new generated bicartesian algebra to enhance the security through discussing
of some attacks. We demonstrated that, the security of BCTRU is four times
mor than NTRU, and it shows certain resistance against attacks.
When designing NTRU like cryptosystems, the most crucial point that should
be taken in the consideration is the non-commutative calculation during the
encryption and decryption process, which led to design a secure cryptosystem
against the lattice-based attacks because the attacker needs to try two non-zero
vectors, each of length 0.48\/Nq(2)ﬁ. Also, BCTRU has the ability to encrypt
four messages of length N in each round, which granted it a good speed facility
that is important for many application.
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